IIDCST @August Issue- V-2, I-5, SW-024
ISSN-2320-7884 (Online)
ISSN-2321-0257 (Print)

Compressed Bloom Filters for Secure Range Queries in

Sensor Networks

! s.Rajya Lakshmi ,? J.Srinivas Rao

! Dept. of CSE, Nova College of Engineerng & Technology,Vijayawada,AP, India.

?Professor, Nova College of Engineerng & Technology,Vijayawada,AP, India.

Abstract: Two-tier sensor network architecture has
been widely adopted because of the benefits of power
and storage saving for sensors as well as the
efficiency of query processing. In two-tier sensor
network storage node serves as the intermediate tier
between sensors and a sink for storing the data and
for query processing. We propose SafeQ protocol
that prevents attackers from gaining information from
both sensor-collected data and sink issued queries.
When the storage node mishehaves then the SafeQ
allows to detecting the compressed storage node. For
preserving the privacy, the SafeQ uses a novel
technique to encode both data and queries such that a
storage node can correctly process encoded queries
over encoded data without knowing their values. We
propose two schemes to preserve integrity. They are
a) one using Merkle hash trees b) new data structure
called neighborhood chains. The proposed schemes
are to generate integrity verification information so
that a sink can use this information to verify whether
the result of a query contains exactly the data items
that satisfy the query. Moreover, we propose an
optimized technique to improve the performance
using Bloom filters to reduce the communication cost
between sensors and storage nodes.
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I. INTRODUCTION

A wireless sensor network (WSN) consists of
spatially distributed autonomous sensors to monitor
environmental or physical conditions like pressure,
sound, temperature and so on. It has been widely
deployed for varied applications, like setting sensing,
building safety monitoring, and earthquake prediction
and so on. We consider a two-tiered sensor network
architecture in which storage nodes gather data from
nearby sensors and answer queries from the sink of
the network.
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Architecture of two-tired sensor networks.
Figure 1: Wireless sensor network architecture

An intermediate tier between the sensors and
the sink serves as the storage node for processing
query and the storing data. Storage nodes bring three
main benefits to sensor networks. a. Sensors save
power by sending all collected data to their closest
storage node instead of sending them to the sink

through long routes.
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b. Sensors can be memory-limited because
data are mainly stored on storage nodes.

c. Query processing becomes more efficient
because the sink only communicates with storage
nodes for queries. As storage nodes store data
received from sensors and serve as an important role
for answering queries,
they are more vulnerable to be compromised,
especially in a hostile environment. The storage node
imposes the significant threats to a sensor network.

I The attackers may obtain sensitive data that has
been stored in the storage node. [ The storage node
may return the forged data for the query.

LJ This storage node may not include all data items
that satisfy the query.

We want to design a protocol that prevents attackers
from gaining information from both sensor-collected
data, sink issued queries, and allows the sink to detect
compromised storage nodes when they misbehave.
For Privacy, compromising a storage node should not
allow the attacker to obtain the sensitive information
that has been stored in the node. As well as the
queries that the storage node has received, and will
receive. For Integrity, the sink needs to detect
whether a query result from a storage node includes
forged data items or does not include all the data that
satisfy the query. For solving the privacy and
integrity, there are two key challenges.

LI A storage node needs to correctly process
encoded queries over encoded data without knowing
their actual values.

[J A sink needs to verify that the result of a
query contains all the data items that satisfy the query
and does not contain any forged data.

SafeQ uses a novel technique to encode both

data and queries such that a storage node can

correctly process encoded queries over encoded data
without knowing their actual values to preserve the
integrity. We propose two schemes

[] One using Merkle hash trees

| A new data structure called neighborhood
chains. We propose a solution to adapt SafeQ for
eventdriven
sensor networks then a sensor submits data to its
nearby storage node only when a certain event
happens and the event may occur infrequently. Our
results show that the power and space savings of
SafeQ over prior art grow exponentially with the
number of dimensions. SafeQ consumes 184.9 times
less power for sensors and 76.8 times less power for

storage nodes for three-dimensional data.

Il. BACKGROUND WORK
In a two-tiered sensor network architecture storage
nodes gather data from nearby sensors and answer
queries from the sink of the network. The storage
nodes serve as an intermediate tier between the
sensors and the sink for storing data and processing
queries. Storage nodes bring three main benefits to
sensor networks.  First, sensors save power by
sending all collected data to their closest storage node
instead of sending them to the sink through long

routes.

e Second, sensors can be memory-
limited because data are mainly
stored on storage nodes.

e Third, query processing becomes
more efficient because the sink
only communicates with storage

nodes for queries.
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Several products of storage nodes, such as StarGate
and RISE, are commercially available suggesting
their importance. Security challenges. As storage
nodes store data received from sensors and serve as
an important role for answering queries, they are
more vulnerable to be compromised, especially in a
hostile environment. A compromised storage node
imposes significant threats to a sensor network. For
integrity, the sink needs to detect whether a query
result from a storage node includes forged data items
or does not include all the data that satisfy the query.
There are two key challenges in solving the privacy

and integrity-preserving range query problem.

e First, a storage node needs to
correctly process encoded queries
over encoded data without knowing
their actual values.

e Second, a sink needs to verify that
the result of a query contains all the
data items that satisfy the query and

does not contain any forged data.

Traditionally propose to develop SafeQ, a novel
privacy- and integrity-preserving range query
protocol for two-tiered sensor networks that prevents
attackers from gaining information from both sensor
collected data and sink issued queries, which
typically can be modeled as range queries, and allows
the sink to detect compromised storage nodes when

they misbehave.

1. The ideas of SafeQ are fundamentally
different from the S&L scheme.

2. To preserve privacy, SafeQ uses a novel
technique to encode both data and queries

such that a storage node can correctly

process encoded queries over encoded data

without knowing their actual values.

To preserve integrity, we propose two schemes—one
using Merkle hash trees and another using a new data
structure called neighborhood chains—to generate
integrity verification information such that a sink can
use this information to verify whether the result of a

query contains exactly the data items that satisfy the

query.
I1l. PROPOSED APPROACH

Presents an optimization technique based on
Bloom filters to reduce the communication cost
between sensors and storage nodes. This cost can be
significant because of two reasons. First, in each
submission, a sensor needs to convert each range
query into two variable, where the two variables are
two numbers of w bits, to prefix numbers in the worst
case. Second, the sensor applies HMAC to each
prefix number, which results in a 128-bit string if we
choose HMAC-MDS5 or a 160-bit string if we choose
HMAC-SHA1. Reducing communication cost for
sensors is important because of power consumption.
Our basic idea is to use a Bloom filter to represent a
large data with a small data. Thus, a sensor only
needs to send the Bloom filter instead of the hashes
to a storage node. The number of bits needed to
represent the Bloom filter is much smaller than that
needed to represent the hashes. For better
performance in terms of speed and computations we
suggest to use compressed Bloom filters than plain
ones. By using compressed Bloom filters, sensor
nodes can reduce the number of bits broadcast, the
false positive rate, and/or the amount of computation

per lookup. The cost is the processing time for

74 | www.ijdcst.com



IIDCST @August Issue- V-2, I-5, SW-024
ISSN-2320-7884 (Online)
ISSN-2321-0257 (Print)

compression and decompression, which can use
simple arithmetic coding, and less memory use at the
storage nodes, that utilizes the larger uncompressed

form of the Bloom filter.

IV. PRIVACY PRESERVING
APPLICATION DEVELOPMENT

As in the single dimensional privacy technique, each
dimension in multi-dimensional is applied. Sensor si
collects 5 two-dimensional data items (1,11), (3,5),
(6,8), (7,1) and (9,4), it will apply the 1-dimensional
privacy preserving techniques to the first dimensional
values {1, 3, 6, 7, 9} and the second dimensional
values {1, 4, 5, 8, 11}. To preserve the integrity of
multi-dimensional data we build a multi-dimensional
neighborhood chain. The dashed arrows illustrate the
chain along the Y dimension and solid arrows

illustrate the chain along the X dimension.

We have assumed that at each time-slot a
sensor sends to a storage node the data that it
collected at that time-slot. This assumption does not
hold for event-driven networks that a sensor only
reports data to a storage node when a certain event
happens. The sink cannot verify whether a sensor
collected data at a time-slot when if we directly apply
our solution. We address the above challenge by
sensors reporting their idle period to storage node
each time when they submit data after an idle period
or when the idle period is longer than a threshold.
Hence, storage nodes can use such idle period
reported by sensors to prove to the sink that a sensor
did not submit any data
at any time-slot in that idle period. Sensors: An idle
period for a sensor is a time-slot interval [t1,t2] that

indicates that the sensor has no data to submit from t1

and t2. Let be the threshold of a sensor being idle
without reporting to a storage node. Storage Nodes:
When a storage node receives a query from the sink
then first it checks weather si has

submitted data at time-slot. Sink: Changes on the sink

side are minimal.

Compufation | Communication | Space
Sensor | O(zn) hash O(zn)
O(n) encryption

Storage
node
Sink O(z) hash o) _

0(z) hash Ofzn) Ofzn)

Table 1: Complexity analysis of the sensor

networks with privacy preserving applications.

A protected two-tiered sensor network compromising
a storage node does not allow the attacker to obtain
the values of sensor-collected data and sink issued
queries in the SafeQ. A storage node only receives
encrypted data items and the secure hash values of
prefixes converted from the data items only in the
submission on the protocol. It is computationally
infeasible to compute the actual values of sensor
collected data, without knowing the keys used the

corresponding prefixes in the encryption and secure
hashing. The key used in the secure hashing is
without knowing the computationally infeasible to
compute the actual values of sink issued queries. The
result of query can be detected by the sink, which
contains all the data items that satisfy the query and

whether it contains forged data.

V. EXPERIMENTAL RESULTS

Our experimental results shows the SafeQ-Bloom

consumes 184.9 times less power for sensors and
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182.4 times less space for storage nodes. We
implemented both SafeQ and the state-of-the-art on a
large real data set. For 2-dimensional data,
SafeQBloom consumes 10.3 times less power for
sensors and 10.2 times less space for storage nodes.
As shown in the fig.6 the average power and space

consumption for 3-dimensional.
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Figure 2: Ave. power and space consumption for
3-dimensional data.

The three-dimensional shows the safeQ-
NC+ consumes 182.4 times less space and SafeQ-
MHT+ consumes 169.1 times less space. As shown
in the fig.2 the average space consumption of storage
nodes for each data item versus the number of

dimensions of the data item.

VI. CONCLUSION

Presents an optimization technique based on Bloom
filters to reduce the communication cost between
sensors and storage nodes. Our basic idea is to use a
Bloom filter to represent a large data with a small
data. Thus, a sensor only needs to send the Bloom
filter instead of the hashes to a storage node. The
number of bits needed to represent the Bloom filter is
much smaller than that needed to represent the
hashes. For better performance in terms of speed and
computations we suggest to use compressed Bloom
filters than plain ones. By using compressed Bloom

filters, sensor nodes can reduce the number of bits

broadcast, the false positive rate, and/or the amount
of computation per lookup. The cost is the processing
time for compression and decompression, which can
use simple arithmetic coding, and less memory use at
the storage nodes, that utilizes the larger

uncompressed form of the Bloom filter.
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